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Preface

This User Guide is been implemented by Boot & Work, Sworking
under the namelndustrial Shields.

Purpose of the manual

The information contained in this manual can be used as a reference to operate and
get a better understanding of the technical data of the signal modules, power supply
modules and interface modules.

Intended Audience
This User Guide is intended for thdléeving audience:

Persons in charge of introducing automation devices.
Persons who design automation systems.

Persons who install or connect automation devices.
Persons who manage working automation installation.
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& Warnings:

1 Unused pins should not beonnected. Ignoring the directive may damage the
controller.

f .ST2NB dzaAy3d (GKA& LINBPRdz2OGX A0 A&a (GKS NBaLRy
Guide and all accompanying documentation.

1 Industrial Shields PLCs must be powered between 12Vdc4Wdc2 If a higher voltage
is supplied to the equipment can suffer irreversible damage.

i Maintenance must be performed by qualified personnel familiarized with the
construction, operation, and hazards involved with the control.

1 Maintenance should be perfored with the control out of operation and disconnected
from all sources of power.

1 The Industrial Shields Family PLCs are Open Type Controllers. It is required that you
install the Raspberry PLC in a housing, cabinet, or electric control room. Entrg to th
housing, cabinet, or electric control room should be limited to authorized personnel.

1 Inside the housting, cabinet or electric control room, the Industrial Shields PLC must be
at a minimum distance from the rest of the components of a minimum of 25tarani
be severely damaged.

1 Failure to follow these installation requirements could result in severe personal injury
and/or property damage. Always follow these requirements when installing Raspberry
family PLCs.
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In case of installation or maintenancetbe PLC please follow the instructions marked

in the Installation and Maintenance section on the User Guide.

Do not disconnect equipment when a flammable or combustible atmosphere is
present.

Disconnection of equipment when a flammable or combustibla@phere is present

may cause a fire or explosion which could result in death, serious injury and/or
property damage.

Inside the encapsulated, there are supercapacitors if 25F which can be dangerous. Be
careful with them.
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NDUSTRIAL SHIELDS

1 General Description RASPBERRY PLEAMILY Product

1.1 Reference Table

Reference Table

Model

RAM Memory

2GB RAM

4GB RAM

8GB RAM

PLC Raspberry General Family

Raspberry PLC Ethemnet CPU (Raspberry Pi 4B X GB RAM

Included + 8GB pSLC SIM WiLinux)

0120000000

0123XX000000

01220000000

Raspberry PLC Ethernet 21 I/Os Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

01 2XXX000200

012XXX000200

012XXX000200

Raspberry PLC Ethernet 42 1/0s Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

01 2XXX000400

012XXX000400

012XXX000400

Raspberry PLC Ethernat 58 1/0s Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

012X 000600

0123XX000600

012XXX000600

Raspberry PLC Ethernet 19R 1/0Os Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

01 2XXX000100

0123000100

012XXX000100

Raspberry PLC Ethernst 38R 1/0s Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

01Z2XXX000300

012XXX000300

012XXX000300

Raspberry PLC Ethernat 57R 1/0s Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

01 2XXX000500

012X XX3000500

012XXX000500

Raspberry PLC Ethernet 38AR 1/0Os Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

01 2XXX 000700

012X3X000700

012XXX000700

Raspberry PLC Ethernet 57AAR 1/0s Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

01 2XXX000800

012XXX000800

0122000800

Raspberry PLC Ethernet 50RRA I/0s Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

01 2XXX000900

012XXX000900

012XXX000900

Raspberry PLC Ethernet 53ARR [/Os Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

012X3X001000

01233001000

012XXX001000

Raspberry PLC Ethernet 54ARA 1/0s Analog/Digital PLUS
(Raspberry Pi 4B X GB RAM Included + 8GB pSLC SIM
WiLinux)

012XXX001100

012XXX001100

012XXX001100

1. There are XXX on the reference number show:

- First two characters are related to the expansion modules connected to the PLC unit and the
RAM Memory model.

- The third character is related to the CPU RAM memory space:
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See the Reference Table. Example:

0 XXXXX2XXXXXX - 2GB RAM Memory
XXXXX3XXXXXX - 4GB RAM Memory
0 XXXXX4XXxXxxX - 8GB RAM Memory

o

1.2 Zones Table

Zones Table
Model Zone 0 Zone A Zone B Zone C
Raspberry PLC Ethernet CPU - - -
Raspberry PLC 21+ Analog / Digital -
Raspberry PLC 42+ Analog / Digital Analog / Digital -
Raspberry PLC 58+ Analog / Digital Analog / Digital Analog / Digital
Raspberry PLC 19R+ Relay - -
Raspberry PLC 38R+ Relay Relay -
Raspberry PLC 57R+ Relay Relay Relay
Raspberry PLC 38AR+ Analog / Digital Relay -
Raspberry PLC 53ARR+ Analog / Digital Relay Relay
Raspberry PLC 57AAR+ Analog / Digital Analog / Digital Relay
Raspberry PLC 54ARA+ Analog / Digital Relay Analog / Digital
Raspberry PLC 50RRA+ Relay Relay Analog / Digital

1.3 Measures Table

Measures Table
Model Height (mm) Width (mm) Depth (mm) Weight (g)

Raspberry PLC Ethernet CPU 119.5 84.60 101 373
Raspberry PLC 21+ 119.5 109.20 101 490
Raspberry PLC 42+ 119.5 133.80 101 598
Raspberry PLC 58+ 119.5 158.40 101 710.5
Raspberry PLC 19R+ 119.5 109.20 101 490
Raspberry PLC 38R+ 119.5 133.80 101 598
Raspberry PLC 57R+ 119.5 158.40 101 710.5
Raspberry PLC 38AR+ 119.5 133.80 101 598
Raspberry PLC 53ARR+ 119.5 158.40 101 710.5
Raspberry PLC 57AAR+ 119.5 158.40 101 710.5
Raspberry PLC 54ARA+ 119.5 158.40 101 710.5
Raspberry PLC 50RRA+ 119.5 158.40 101 710.5
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1.4 Zone- Nomenclature

The nomenclature shown in this point will be used in the whole User Guide, so it is
important to understand this homenclature.

The nomenclature to differentiate the zones is based on Alphanumeric values, being 0
the internal communication shield and A, B or C the 1/Os or Relay shield.

T 1}
=t | | 44
W W p . W owow
2885 553
gNNN N N N
o< mO O m<

1 CZONE

1 B ZONE

A ZONE

——‘Jl 0 ZONE

0 The inputs in the zone A/B/C are named IX.X, being X any number suitable in
the Shield. Outputs are named as QX.X.

1.5 Zone Distribution

Relay Relay Relay
[ A J

ZONEA | — | ZONEB |— | ZONEC

COMMUNICATION
ZONE

— Analog — Analog — Analog

10
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This is the possible zones scheme, whether the zone is Analog/Digital or Relay
depends on your device, you can consult it on the Zones Table. The distribution of the
different features that provide the Raspberry PLC Family are described below.

1.6 Zone Features

Shield Zone Characteristics
(2x) Ethernet (1x) RTC
(4x) USB (1x) Bluetooth
Communication Shield | (1x) I12C (1x) Wi-Fi
(1x) TTL (1x) eSD Socket

(2x) HALF Duplex RS-485 (x2) eHDMI
(1x) SPI external Port

13 Inputs: 13 Digital inputs, 6 of which can work as Analog Input

Analog Shield 8 Outputs: 8 Digital Outputs, 3 of which can work as Analog Output

6 Inputs: 6 Digital Inputs, 4 of which can work as Analog Input

Relay Shield 11 Outputs: 8 Relay Outputs

3 Digital Outputs, 3 of which can work as Analog Output

11
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1.7 Mechanical dimension

These are the possible mechanical dimensions, you can consult the specific measures
for your device on the measures table

11950

12
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CONNECTABLE PLC RASPBERRY 24 VCC

MODEL TYPE Controller General Specifications Information
Input Voltage 12 to 24 Vdc Fuse Pmteg:ft’;étzi;/*) Polarity
| max. 15A
Size Consult the Measure Table section
Clock Speed 1.5 GHz
Flash Memory
SRAM 2-4-8GB

Communications

I12C 1 Ethernet (x2) T USB (x4) 1 (x2) RS4851 SPIi WiFi i
Bluetooth - Serial TTL - €SD - RTC

MAX485 7 W5500

Digital GPI1025
(3.3V)

An/Dig Input 12 bits
(0-10Vce)

0 to 10Vvdc
Rated Voltage: 10Vdc

5 to 24Vdc
I min: 2 to 12 mA
Galvanic Isolation
Rated Voltage: 24 Vdc

Digital Isolated Input (24vcc)

5 to 24Vdc
I min: 2 to 12 mA
I max: 300 mA
Galvanic Isolation
Rated Voltage: 24 Vdc

* Interrupt isolated Input HS
(24Vcce)

5 to 24Vdc
I min: 2 to 12 mA
Galvanic Isolation
Rated Voltage: 24Vdc

Analog Output 12 bits
(0 - 10 Vcce)

0 to 10 Vdc
I max: 20 mA
Separated PCB Ground

Digital Isolated Output

5to 24 Vdc
| max: 70 mA
Galvanic Isolation

I max 24 Vdc: 410 mA

(24 Vcce) Diode Protected for Relay
30 Vdc (Imax: 3A)
250 Vadlmax: 5A)
RelayOUtpUt Galvanic Isolation
(30Vvdc /250 Vag DiodeProtectedfor Relay

13
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PWM lIsolated Outputl2 bits
(24 Vcco)

5to 24 Vdc
I max: 70 mA
Galvanic Isolation
Diode Protected for Relay

Expandability

12C: 127 elements i Serial Port RS485

* By using this type of signal can no longer use Digital signal (24vdc)

2 Technical Specifications:

2.1 General Specifications:

Item

RASPBERRY PLC

Power supply

voltage DC power supply

12t024Vdc ===

Operating

voltage range DC power supply

11.4t025.4vdc ===

Power

output capacity

consumption | D€ Power supply | 30 W max.
Power supply —
External voltage 24 Vdc
power supply
Power supply 700 Ma

Insulation resistance

20MY min. at

50 0 Vd termibadstand ¢he protettilieeeartA ©€rminal.

Dielectric strength

2.300 VAC at 50/60 Hz for one minute with a leakage current of 10mA max. Between all the

external AC terminals and the protective ground terminal.

Shock resistance

80m/s? in the X, Y and Z direction 2 times each.

Ambient temperature (operating)

0° to 50°C with Raspberry OS Lite / 0° to 40° with Raspberry OS Desktop

Ambient humidity (operating)

10% to 90% (no condensation)

Ambient environment (operating)

With no corrosive gas

Ambient temperature (storage)

-20°to 60°C

Power supply holding time

2ms min.

Weight

Consult the Measure Table section

14
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Raspberry Board

Raspberry Pi 4

I/O control method

Combination of the cyclic scan and immediate refresh processing methods.

Programming language

Linux applications: Bash Scripts, Python, C++, Node-RED, etc.

off.

Medical Devices
Directive

CE Marking

CE marking indicates that a
product complies with

Program capacity (SRAM) 27 4-8GB
EEPROM 4 MB/512 KB
Clock Speed 1.5 GHz
CPU Broadcom BCM2711, Quad core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5GHz
2.3 Symbology
Table thatincludes all the symbology thatused in the serigraph of theRASPBERRY PLC
FAMILY
Svmbol Standard No. / Standard
y Standard Title Reference No. / Symbol Meaning
Symbol Title
IEC 60417 / . . .
EEEEE—— X . Indicates that the equipment is
B B Em Graphical symbols 5031/ Direct suitable for direct current only;
for use on Current . . .
) to identify relevant terminals
equipment
IEC 60417 / Indicates that the equipment is
Graphical symbols . suitable for alternating current
N for use on 5032(/:Alternat|ng only; to identify relevant
X urrent .
equipment terminals
IEC 60417 /
Graphical symbols To identify the control by
for use on 5130/ Pulse which a pulse is started.
: General
‘ ‘ equipment
IEC 60417 / To identify an earth (ground)
Graphical symbols terminal in cases where
for use on 5017/ Earth, neither the symbol 5018 nor
. Ground . . )
equipment 5019 is explicitly required.
IEC 60417 / . . .
Graphical symbols To identity the SW'tCh by
. means of which the signal
for use on 5115/ Signal lamp . :
) lamp(s) is (are) switched on or
equipment

93/42/EEC

applicable European Union
regulations

15
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ISO 7000/ , .
Graphical symbols Indlcates_a pc_)tentlal_ly ,
f 0434B / hazardous situation which, if
or use on . ) k
) Warning symbol not avoided, could result in
equipment : e
death or serious injury
ISO 7000/
Graaglcisygrgbols 5036 / Dangerous To indicate hazards arising
) Voltage from dangerous voltages
equipment

3 Precautions

Read this manual before attempting to use tfHRASPBERRY PEGMILYand follow its
descriptions for reference during operation.

3.1 RaspberryBoard

TheRASPBERRY PLC FAMtNHesa Raspberry Pi Board as controller

3.2 Intended Audience

Thismanual is intended for technicians, which must have knowledge on electrical systems.

3.3 General Precautions

The user must operatRaspberry PL&ccording to the performance specifications described in
this manual.

Before using theRASPBERRY FEAMILYunder dfferent conditions from what has been
specified in this manual or integratingto nuclear control systems, railroad systems, aviation
systems, vehicles, combustion systems, medical equipment, amusement machines, safety
equipment and other systems, macks and equipment that may have a serious influence on

lives and property if used improperly, consult your INDUSTRIAL SHIELDS representative. Ensure
that the rating and performance characteristics the Raspberry PL@re sufficient for the
systems, machigs, and equipment, and be sure to provide the systems, machines, and
equipment double safety mechanisms. This manual provides information for programming and
operating theRaspberry PLC

16
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4 How to connect PLC to power supply

- Raspberry PFamilyPLCs are 124Vdc supplied. IMPORTANT: The poldi&yNOT
REVERSAL!

Make sure that the live and GND connector of the power supply match the PLC.

Make sure that the power supply mains output is not higher than 24Vdc.

o

&3 ‘\';'Kd'_

}L“l] v = n

=2 v e
o \j )
e

- Suggested powesuppliers

Compact DIN rail power supply. Assembled on 35mmr

DIN Rail: h.g;
-24Vdc 4o
-10A g
-240W ..
e
Industrial Shields power supplies provide parallel m
operation, overvoltage protection, and overcurrent m
protection. There is a LED inductor for power status, E"“

the power supply is certified according to UL.

The standard, Part 1 of IEC 61010, sets the general safety requirements for the following types
of electrical devices and their accessories, regardless of where use of the device is intended.

The equipment musbe powered from an external power source in accordance with IEC
610101, whose output is MBTS and is limited in power according to section 9.4 of IEG 61010
1

& Warning :

Once the equipment is installed inside an electrical cabinet, the MTBS cableseanjuipenent
must be separated from the dangerous voltage cables.

17
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5 How to access to the Raspberry PLC

5.1 Raspberry PLC access

To facilitate the connection to the Raspberry PLC, our company has set a default IP for it. For
the first time of use, arEthernet connection between the Raspberry PLC and a PC will be
necessary.The Raspberry is given with the local IP addr&6sl0.10.20/24(eth0) and
10.10.11.20/24*(ethl) the default user ipi and the password isaspberry. For connecting to

it, you mus$ change your local address for being in the same local network as the Raspberry.

' FGSNI 6KS FTANRG O2yySOlGAzy @2dz Ol y HnPilerdzd SNA
to know if the Raspberry is connected and the Ethernet connection is going pimga
command can be run on the terminal (for windows users egtenin the windows searching

tab to open it):

Simbolo del sistema — O X

*Note: To use this local IP address you must connect the Ethernet cable to the Ethernet port
located in theright side of the PLC. Do not use theper sideEthernet port for this purpose.

The steps to follow for both Linux and Windows are explained below:

5.1.1 Linux

In order to access the Raspberry PLC, Linux users have to enter by SSH protocol, which should
have been installed before by the usés has been said, the Raspberry is given with a local IP
address by default for making an easier path for the comto So, first of all we have to check

if our localEthernet Networkis set with the same local IP address as @ewvice. In case that

you do not know how to set it, check theection 6 of the guideAs have been mentioned
before, you can use theing command with theaddress 10.10.10.28s option:

18
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$ping 10.10.10.20

If the ping works successfully means that our connection is readgt,lfou can check section
6 again or read our blog about changing the local IP.

For accessing to theaspberry PLC we will run the commastishown below:

$ssh pi@10.10.10.20

The connection will start, but first the password provided before will be requitedhe
username and password are correct, you can start the SSH session.

-~ o

pi@raspberrypi: ~

comercial@l@comercial@l:~$ ssh pi@10.10.10.20

pi@10.10.10.20's password:

Linux raspberrypi 4.19.118-v71+ #1311 SMP Mon Apr 27 14:26:42 BST 2020 armv7l

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Tue Aug 25 10:37:53 2020 from 10.10.10.1

SSH is enabled and the default password for the 'pi' user has not been changed.
This is a security risk - please login as the 'pi' user and type 'passwd' to set
a new password.

Wi-Fi is currently blocked by rfkill.
Use raspi-config to set the country before use.

pi@raspberrypi:~ $ |J

When an SSH connection is made for the first time, the server delivers the server's public key
to the SSH clienfThe systenwill alert you to this and offer you the option of agating the key

or rejecting it.You have to accept the key, iasvill be stored in theaegisterand will be used to
contrast it with the one sent by the server on each connectionoifsbme reason the key
changesa new notices generatedn whichthe authenticity of the received key will be raised,
since someone could be posing as the server to which we want to connect.

Once connected, will be a full access to the Raspberry PLC and the user will be able to control
it and set the functions needed.l$® new users or the password could be changed as the
device IP. The commands for going through the Raspberry are the same as the Linux terminal.
The most useful are the following:

9 cd: to navigate through the Linux files and directories.
9 Is:is used to vie the contents of a directory.

19
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cat: it is used to list the contents of a file on the standard output.
mkdir: use mkdir command to make a new directory

rm: is used to delete directories and the contents within them.
touch: allows you to create a blamniew file.

= =4 =4 =4

In order to logout and cl@sthe connection, just typexit in the Raspberry terminal.

5.1.2 Windows

For the Windows users, we recommend using the epeuarce terminal emulator PuTTy ssh
client. The latest release of PUuTTY can be downloaded from ffl@abweb whichcontains
download links for the latest released version of PuTTY.

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

For connecting to it, you must change your local address for being in the same local network as
the Raspberry. You can use thimg command with theaddress 10.10.10.2@s option in the
windows terminal. The windows terminal can be found typingn on the windows search bar.

After having installed PuTTY run the program and the following window should be opened. If it
is not the same, click on the top left corner the optiBassion.

@ PuTTY Configuration ? X
Category:
=-Session Basic options for your PuTTY session
- Logging
& Terminal Specify the destination youwant to connectto
- Keyboard Host Name (or IP address) Port
Bell [ | [22 |

- Features
= Window
Appearance

Connection type:
(ORaw (O Telnet (JRlogin @SSH () Serial

- Behaviour Load, save or delete a stored session
Translation

Selection

Colours | |

=)-Connection
Data

- Proxy
Telnet

-~ Rlogin
§SH

- Serial

Saved Sessions

Default Settings Load
Save

Delete

Close window on exit
() Always () Naver (@) Only on clean exit

About Help Cancel

Forsetting up PuTTY the Raspberry IP must be entered orltis¢Namefield and make sure
that the port 22 is being used and th&SHoption is selected on th€onnection TypeAfter all

the settings have been done, click on ®@enbutton to run the program. &r a faster start in
subsequent sessionbefore run the program, enter a name &aved 8ssionsand click on the
Savebutton (a double click on the named configuration will execute the program with the
saved configurations).

20
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5 PuTTY Configuration ? X

Category:

—J-Session Basic options for your PuTTY session
Pk Logging
erminal
eyboard Host Name (or IP address) Port
ell [pi@1010.10.20] [[22
¢~ Features
=-Window

! Appearance
i i Behaviour

- - Translation
-Selection
Colours ‘Provaﬁasp ‘

Specify the destination you wantto connectto

Connection fype - B -
(ORaw  (OZIelnet (JRlogin @SSH () Serial

Load. save or delete a stored session

Saved Sessions

=-Connection

Default Setings Load
i Ema -
Toxy
- Telnet Sar
Rlogin
-55H
Serial

Delete

C_Iose window on_e;n. _
(O Aways (O Never (®) Only on clean exit

When you start the connection, the terminal window viik opered. Enter your usernamgi
and pressEnter, then enteg your passwordraspberry If the username and password are
correct, you can start the SSH session.

E2 10.10.10.20 - PuTTY - O X

When an SSH connection is made for the first time, the server delivers the server's public key
to the SSH client. PuTTy will alert you to this and offer you the option of accepting the key or
rejecting it. You have to accept the key, #swill be stored m the registerand will be used to
contrast it with the one sent by the server on each connection. If for some reason the key
changes, PuTTy will generate a new notice in which the authenticity of the received key will be
raised, since someone could be pagas the server to which we want to connect.

Once connected, will be a full access to the Raspberry PLC and the user will be able to control
it and set the functions needed. Also new users or the password could be changed as the
device IP. The commandarfgoing through the Raspberry are the same as the Linux terminal.
The most useful are the following:

cd: to navigate through the Linux files and directories.

Is: is used to view the contents of a directory.

cat: it is used to list the contents of a fila the standard output.
mkdir; use mkdir command to make a new directory

rm: is used to delete directories and the contents within them.
touch: allows you to create a blank new file.

=A =4 -4 4 -4 4

For closing the connection, just tyjesit in the Raspberry terminal.
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6 How to change the IP

To access to the Raspberry PLC, the PLC must be on the same local network as the computer
which we are working with-or changing the IP we must have connected our PC to an Ethernet
connection. By default, the computers are given an ddress of the 192.XXX.XXX.XXX oOr
172.xxx.XxXX.Xxx type but will be necessary to change it to the 10.10.10.xxx as the PLC. As we
will work with an Ethernet interface, the WiFi interface IP must not be changed.

6.1 Linux

For changing the IP is not necessarknow the actual one that we have, but it is essential to
know the interface name on we are working. For knowing it, we will muipa&command with
the optiona.

$ip a

lff GKS t/ Qa AYUSNFI OSa oAttt 0S asnpaswilbeyR 6S 6.
GKS 9GKSNYySG 2ySe® Ly 2 NRi&ofigli@ograk IngfalliSnothbii = ¢S 57
default in the systemTo change your IP address on Linux, usé tha A FO2y FA 3¢ O2YY
followed by the name of your network interface and the new IP address to be changed on your
computer. This command have to be e being administrator, to be able to perform the

command below, we need to use su or sudo command.

$sudo ifconfig <interface_name> 10.10.10.1 netmask 255.255.255.0

Now the IP should be changed. In order to check it, run agaimptheommand. If not, repeat
GKS LINRPOSaa 2NJ OKSO|l 2dzi 2dz2NJ 6So6aAiasSQa of23 | 0+

6.2 Windows

The first step is to open th€ontrol PanelThe quickest way to get to it iy clicking on Start
and typing it.In the Control Panel, you can click on thetwork and Internetcategory and
then click orNetwork and Sharing Centerlf you are in icon view, just click directly
on Network and Sharing CenteAn Ethernet connection nat be shown, if not make sure that
the Ethernet wire is connected to the Raspberry PLC.
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R no dentitcass

Then wemust click on the Ethernet connection and a window about the state of it will be
shown, where we can check all the details of the Ethernet connection. Fagtiwathe IP click

on the Propertiesbutton. Then search fomternet Protocol Version 4 (TCP/IPvéhd click
again on thePropertiesbutton.

.{ Estado de Ethernet X % Propiedades de Ethernet X
General Funciones de red  Uso compartido
Conexidn Conectar con
Conectividad TPvé Sin acceso a la red [ Realtek PCle GBE Family Controller
Conectividad IPv6: Sin acceso a la red
Estado del medio: Habilitado
N Esta conexidn usa los siguientes elementos
Duracidn: 00:03:35
Velocidad: 1,0 Gbps ¥ B8 Gierte para redes Microsoft A
vl 9 Uso compartido de archivos € impresoras para redes M
) B Npcap Packet Driver (NPF)
¥ ¥ Nocap Packet Driver (NPCAP)
¥ 8 Programador de paquetes QoS
actividad [CIMR Protocolo de Intemet version 4 (TCP/IPv4)
ida [0 4 Protocolo de mutiplexor de adaptador de red de Micros v
— < >
Enviados t! Recibidas
—~
=4 Instalar.. Desinstalar Propiedades
Bytes: 6.041 7.083 Descripcion
Protocolo TCP/IP. B protocolo de red de area extensa
predeterminado que permite la comunicacion entre varias
Q;r‘ piedad G: D i redes conectadas entre si
(T Aceptar Cancelar

Finally,a window will be displayed where we will be able to change the IP address. Choose the
second option and enter the following IP as the following image. Then choseptbutton

and in theProprieties of Ethernetalsa Finally close the window and the IRIlvihave been

changedIn order to check it, click on the network details or run theonfigon the Windows
GSNX¥YAYLFE® LT y2GX NBLSIG GKS LINRBOSaa 2N OKSO|
addresses.

Propiedades: Protocolo de Internet versién 4 (TCP/IPv4) X

General

Puede hacer que la configuracién IP se asigne automaticamente si la
red es compatible con esta fundionalidad. De lo contrario, deberé
consultar con el administrador de red cudl es la configuracién IP
apropiada.

(O Obtener una direccién IP autométicamente

@ {sar I siguiente drecoon 1P

Direccién IP: 0.10.10. 1

Méascara de subred: 255.255.255. 0

Puerta de enlace predeterminada: 0.1 .10 . 1
Obtener la direccidn del servidor DNS automaticaments

(@ Usar las siguientes direcciones de servidor DNS:

Servidor DNS preferido: . .
Servidor DNS alternativo: . . .

[Jvalidar configuracién al salir Opdiones avanzadas...
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7 How to transfer files from the PC to the Ra spberry PLC

Sometimes it is necessary to transfer files from our computer to the Raspberry PLC. The best
way to do it is using th&ecure CopiProtocol SCF, a protocol thatallows thesecure transfer
of files between a local host and a remote host basadhe Secure Shell Protocol (SSH)

Linux systemgarry builtin SCP, allowing to copy files using the scp command. However,
Windows systems need to use an external app for being able to use this protocol. We
recommend working wittWinSCP

Some directories of the Raspberry Pi PLC have administrator permits, which will not allow to
transfer file directly to themAs a result, the best option is to copy the files to the /home/pi
directory and then move them to the folder that you wish.

7.1 Windows

Once downloaded the WinSCP program, we will execute it and a window will be opened for
logging in. We will have to choose the protocol which we are using, the port and the IP address
of the PLC where we want to connect with his user and password.

On this example, we will be using the default options for the protocol (SFTP) and the port (22).
The Raspberry Pi PLC IP by default is #04.0.10.20 the user ispi and the password
raspberry. After setting all the requirements, press the connect bution the connection will

start.

"B, Iniciar sesidn - x
| E Nuevo sitio Sesidn
i E Mi drea de trabajo Protocolo:
2] Raspberry SETP
Mombre o IP del servidor: Puerto:
[10.10.10.20 || 2|
Usuario: Contrasefia:
C | |
Editar Avanzado
Herramientas ¥ Administrar ¥ Conectar |v Cerrar Ayuda

[ Mostrar didlogo de conesidn al inicio y cuando se cierre la tiftima sesién.
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A new window will be opened, seeing the PC files on the left and the Raspberry Pi PLC on the
right of the screen. There you can search on the different directories and files and for coping
one file from one host no anodh, just click and drag from one place to the other.

'R overlays - Raspberry - WinSCP

- O X
Local Marcar Archivos Comandos Sesién Opciones Remoto Ayuda

[F] &2 G2 sincronizar MEl &P &P - @} £ Cola ~ - Preajustes Predeterminado - @ -

[ Raspberry X [ Nueva sesion

. C: Windows-SsD ~ 5 ~ [T] ~ a2 %= pi SE-E e @ @ D, Buscar archivos | T

£ Nuevo ~ £ Nuevo ~

C:\Users\ \content (\PLCH yConfigh ys\ /home/pif
Nombre Tamafio Tipo Modificado Nombre Tamafio Modificado Permisos  Propieta
] "_‘; Directorio superior  12/02/2021 11:22:14 . 27/05/2020 %:10:19 TWXT-XT-X root
| ads1015.dtbo 3 KB Archivo DTBO 12/02/2021 11:22:14 test 27/05/2020 10:05:33 TWXT-XT-X pi
Jads1015.dtbo 3KB 27/05/2020 9:26:34 W-r--r-- pi

0Bde207KBen0de1

0B de207KBen0de2

6 ocultes
@ sFp3 0:00:12

7.2  Linux

Linux system have by default the SCP protocol included on them. In order to work with them it
is only necessary to select a source and the destination. The syntax will be the following:

scp <source> <destination>

To copy a file from our personal computer to theme directory of theRaspberry Pi PLC we
will do the following:

scp /path/ file pi@210.10.10.20:/home/pi
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